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1 Introduction
This technical brief provides an overview of disaster and data recovery 
solutions for VMware environments and illustrates their savings potential, 
particularly in combination with IBM Tivoli Storage Manager (TSM). Specific 
scalability requirements, the technical background required, and three practical 
examples are presented.

2 Abstract
Companies are increasingly using virtualization—even for their most 
important tier 1 applications—to gain greater flexibility and quicker restore 
in emergencies and to save on hardware, energy, cooling and administration 
costs. New servers are almost always implemented in the form of virtual 
servers, making virtualization the new normal.
Virtualization and a large number of servers result in gigantic data volumes, 
and using the best tool to back up virtual machines (VMs) is imperative. 
With features that set it apart in the VM backup market, Veeam® Software 
offers exactly the added value needed to achieve this task. One highlight, for 
example, is the ability to restore a server and its services to users in a minute 
plus the time for the operating system to start—regardless of the size of 
the VM. This feature has been part of Veeam Backup & Replication™ for more 
than two years. 
In order to continue using the existing infrastructure and processes for storing 
backups, Veeam Backup & Replication can be integrated into IBM TSM.

Figure 001:Veeam Backup & Replication as an extension of IBM TSM

The methods described here take into consideration best performance and best 
practice aspects and represent only some of the possibilities and features 
offered by Veeam and IBM.
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3 Intended audience
Customers, potential customers and partners seeking a way to integrate 
Veeam Backup & Replication into an existing IBM TSM solution and transfer 
backups there.

4 Requirements
This document is intended for a group of technical decision makers as well 
as VMware, Veeam and IBM TSM administrators who possess the necessary 
background knowledge.

4.1 Software requirements
• Veeam Backup & Replication 6.1 (or later)
• IBM Tivoli Storage Manager 5.x (or later)
• VMware vSphere 4 (or later)/standalone ESX(i) 4 (or later)

While TSM for Virtual Environments (TSM VE) is not used for the pairing with 
Veeam Backup & Replication described in this document, the document does 
discuss various features of TSM 6.3, including TSM for Virtual Environments 6.3. 
However, TSM version 6.3 is not absolutely necessary for the pairing described 
in this document. 
While not discussed directly, the procedures described can also be used for 
Microsoft Hyper-V and Hyper-V Cluster.

5 List of components

Figure 002: Backup infrastructure
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5.1 Veeam Backup & Replication
Veeam Backup & Replication offers quick and reliable backup and restore of 
VMware vSphere and Microsoft Hyper-V virtual machines (VMs) and data. 
This includes combining VM backup and replication in a single solution. Veeam 
Backup & Replication is Built for Virtualization™ and takes full advantage 
of virtualization to redefine backup and restore, setting new standards in 
the process.

5.2 VMware vSphere
VMware vSphere provides data center virtualization for x86 64-based server 
systems, allowing IT administrators to run business-critical applications reliably 
and to react more quickly to business requirements.

5.3 IBM Tivoli Storage Manager
TSM is IBM’s full data protection suite that includes solutions for nearly all data 
center systems. This includes backing up data to tape systems and organizing 
the transport of individual tapes to offsite locations.

The TSM client can be used to create full backups of VMware VMs.

In addition, TSM for Virtual Environments (TSM VE) provides a way to perform 
incremental backups of VMs. However, it is not used for the backup methods 
described in this document, because Veeam Backup & Replication is 
used instead.

6 Benefits of integrating Veeam Backup 
& Replication with TSM
Data centers with VMware infrastructures are confronted with immense growth 
in their virtual infrastructures. This is because companies constantly require 
more and more applications, and these are usually installed on virtual servers.

This is also true for existing business-critical applications, which are also 
virtualized to take advantage of its benefits.

6.1 Legacy backup with agents
Existing backup concepts that use agents on virtual servers can no longer meet 
today’s requirements in terms of flexible restore options and the necessary 
restore times. The available resources on conventionally installed server 
systems can be used for backup processes (such as indexing and examining 
modified files). For the sake of efficiency, virtualization is used to divide 
these available resources among several virtual servers. If multiple backups 
are started simultaneously, scanning for modified files alone can overload 
the system and consequently slow down backup processes significantly.
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Even when the system is idle, agents still occupy a certain portion of resources. 
Depending on the number of VMs, this can add up to considerable costs for 
additional hardware and software licenses. Furthermore, this requires personnel 
for management and maintenance tasks.

During the actual data transfer, the agents share the physical network adapters 
of the host systems, often resulting in bottlenecks.

6.2 vStorage API
VMware vSphere includes the vStorage API to provide a standard interface for 
reading data from host systems.

There are backup modes that place a load on host systems in a specific 
and controllable manner or that copy data directly from the SAN or iSCSI 
network, without placing a load on host systems.

6.3 Application and data consistency 

Figure 003: Veeam Backup & Replication – VM backup consistency

If one were to create a backup of hard drive volumes from their opened 
state, data stored in RAM would not be included and problems or data 
loss would arise when doing a restore. (To improve working performance, 
operating systems, databases and applications store data in RAM and other 
caching mechanisms.)

To deal with this worst-case scenario, VMware offers, for example, VMware 
Tools Quiescence. This VMware tool provides a way for supported operating 
systems, select applications and certain other requisites to communicate in 
order to achieve a consistent state among applications, databases and the file 
system. This function is used by TSM for Virtual Environments and other 
virtualization backup tools. Aside from VMware Tools, no agents are used for 
this purpose.
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Veeam takes it a step further. Veeam Backup & Replication uses a separate 
Windows VSS feature to achieve a consistent application state. Next, specific 
switches are enabled for supported applications in accordance with Microsoft’s 
best practices. These switches put applications in the correct restore mode 
after a restore has been performed. Veeam can also process database and 
application log files (upon successful completion of the backup process).

For Linux applications and Windows applications that do not have a VSS 
writer, Veeam offers the option to execute pre- and post-scripts. Depending 
on the environment, this is possible even without network access, for example, 
to back up VMs on the DMZ network, which cannot access the backup network.

Veeam Backup & Replication therefore makes it possible to back up 
applications and databases correctly, without requiring additional application 
agents (for example, TDP for Databases). Veeam’s agentless technology 
saves you and your administrators from the time and headaches normally 
associated with maintenance and installation of agents. And because 
applications do not have to be backed up separately (duplicate data store), 
you also save backup space.

6.4 VMware VM snapshots, change block tracking, and data 
transport modes 

Figure 004: Veeam Backup & Replication – Data transfer during backup/replication

The consistent state that is created is saved by snapshotting the VM in VMware. 
The snapshot can be read over the normal network (which can be slow), by 
mapping to a virtual backup proxy server (HotAdd), or directly from the SAN 



8

The Right Tool for the Job: Using Veeam Backup & Replication with IBM Tivoli Storage Manager

(iSCSI/Fibre Channel) via a physical backup proxy server (which removes 
any load from the VMware host system and is preferable for use in larger 
environments) . After the backup is complete, the VM snapshot is committed.

Because the backup software simply sees the hard disks as a block access 
container (like how VMware saves data to disks), and because no backup 
software can load the file system in addition to the running operating system, 
it is impossible to identify file changes. Thus, only the entire data extraction 
from the hard disk volume would be available, if VMware had not introduced 
an additional function called change block tracking. VMware uses a special file 
to record which blocks in the data stores have changed. Backup software can 
use this information to extract only those modified blocks.

For Hyper-V, Veeam developed its own cluster-compatible change block 
tracking method, which makes it possible for Veeam Backup & Replication 
to efficiently back up only the modified blocks in Hyper-V VMs.

Here’s one example of how change block tracking can be used: You have one 
large movie file that is 8GB in size. You open and save the file without actually 
making any changes. Conventional agent-based backup software would 
think that the file has been changed (changed timestamp) and would back 
up the entire 8GB. On the block level, however, only the blocks with the time 
stamp information have been updated and recorded in change block tracking. 
In this case, this consists of only a few KB or MB, which can be backed up with 
minimal data transfer.

A potential disadvantage of the snapshot-based backup method is that as 
long as the VM snapshot exists, changes made to the VM must be saved in 
a separate place. When the snapshot is committed, the accumulated changes 
must be written very quickly to the actual data area. This can result in a large 
number of random writes to the disk subsystem. In other words, this process 
takes advantage of the very short latencies and access times of the storage 
system. If there are delays in the storage system, the VM can briefly freeze up 
(usually only for a few milliseconds). If, for example, a very large (TB) database 
containing a great number of changes is backed up (which places a large load 
on the storage system while generating the VM snapshot), VMware might not 
be able to catch up with writing all the changes, thus preventing the snapshot 
from being committed. If the storage system is overloaded or current patches 
have not been installed, the VM might freeze up for longer than a few 
milliseconds. The applications notice this and react accordingly.

Despite the availability of change block tracking, the backup software from 
several vendors continues to perform a full backup of the data volumes, 
including inside the virtualized environment. This increases backup time 
in addition to creating a greater load as a result of the greater data transfer. 
Because backups take longer, snapshots are retained for a longer time, 
increasing susceptibility to the “snapshot commit problem”.
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Veeam provides an elegant solution to this problem: a full backup of the VM 
only has to be performed once. Afterwards, only the modified blocks have to 
be backed up. The initial full backup can be performed during a maintenance 
window, and the subsequent incremental backups during normal operation. 
Veeam Backup & Replication often makes it possible to back up systems that 
otherwise could not be backed up at all using standard backup methods.

For Hyper-V, volume-based snapshots are used, and they do not suffer from 
the “snapshot commit problem”.

6.5 Deduplication and compression

In addition to using compression to reduce data volume, Veeam uses 
deduplication to save additional backup storage space and network 
bandwidth. For this purpose, Veeam Backup & Replication uses inline 
deduplication during the backup process. Parts of the deduplication are even 
performed on the backup proxy server that reads the data from VMware, 
reducing the data volume even before it is transferred over the network.
Because Veeam significantly reduces the data volume of backup files, costs for 
disks, tapes and licenses are reduced as well.

Figure 005: Veeam Backup & Replication – Deduplication and compression

6.6 Saving data in transportable backup files
With Veeam Backup & Replication, one or more backup repositories receive 
backup data from the backup proxy servers and additionally deduplicate 
the data before writing it to disk. The following disk media are supported 
for this function: “local disks”, iSCSI, Fibre Channel, CIFS and NFS. In the case 
of the last two NAS-based systems, protocol overhead should be taken into 
consideration during performance planning.



10

The Right Tool for the Job: Using Veeam Backup & Replication with IBM Tivoli Storage Manager

Veeam can store the backed-up data in backup files that are organized in 
different ways. Storage methods include the classic full and incremental backup 
method. As mentioned before, Veeam Backup & Replication can also perform 
a “forever incremental backup”. In this case, Veeam does not back up the entire 
data volume in a full backup, but rather updates the previous full backup file to 
create a “synthetic full” backup. Veeam has used this tried and tested method 
for nearly 5 years now.

To save disk space, Veeam can use this method on a daily basis, thus creating 
a synthetic full backup from the current data volume and saving the previous 
state as a “reversed incremental” backup file. Reversed incremental files are 
similar to incremental files, except that they refer to the new backup state 
instead of an older one. In addition to deduplication and compression, this 
method saves an enormous amount of disk space because only one full 
backup file is kept for each job. An additional advantage is that a restore from 
the latest restore point can be performed very quickly since the latest backup 
is always a full backup. 

Veeam backup files can be copied as desired. This means that you can 
use IBM TSM to write backups to tape and other offline media. Further, 
the backup files can be used directly by the Veeam Backup & Replication 
software (there’s no dependence on a catalog or database). In an emergency, 
if only the backup files stored on tape are available, these files can be 
restored to disk with TSM, a new instance of Veeam Backup & Replication 
installed, the backup files imported, and a restore started immediately. Veeam 
metadata files are included as part of the backup files, so the actual import 
process usually takes only a few seconds.

Figure 006: Veeam Backup & Replication – Writing backup files
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6.7 VM replication

Along with traditional backup methods, Veeam Backup & Replication can also 
maintain standby copies of VMs on a separate ESX(i) host with 1:1 replication. 
The same transfer methods, including application consistency, change block 
tracking and deduplication, are used to transfer the data. Although a replica 
requires more space than a backup, it can be started immediately in an 
emergency and without sacrificing performance.

Replication is included with Veeam Backup & Replication; no additional 
license is required.

Replication can be configured for disaster recovery (DR), that is, to a second 
data center, or VMs can be replicated from remote locations to the central 
location. For this purpose, Veeam Backup & Replication uses standard IP 
lines as a connection, it includes built-in WAN optimization, and it works 
independently of the storage and server hardware being used. Replication in 
a VMware- or Hyper-V-based cloud is also supported.

Figure 007: Veeam Backup & Replication – VM replication

One example of how Veeam Backup & Replication can be used to set up 
a reserve data center – without requiring storage or server hardware to provide 
consistent VM replication or mirroring – is discussed in the following IBM 
white paper:

DR solution for IBM SONAS hosted VMware virtual environment 
using Veeam
http://www-03.IBM.com/support/techdocs/atsmastr.nsf/WebIndex/WP102052
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6.8 Separating administration, scheduling and data streams
For the organization and administration of Veeam backups and data streams, 
there are several options available in combination with TSM. 

One typical scenario is designed to allow TSM administrators, just as before, 
to use TSM utilities to manage scheduling, the TSM server, data flow to 
the TSM server, error reporting and offline storage of backups. In this 
scenario, the virtualization and application administrator uses the very simple 
and intuitive Veeam GUI to organize backup content and restores. 

Alternatively, scheduling and transport of data to TSM can be managed 
centrally from Veeam Backup & Replication using post-job commands.

As an alternative to these two central scheduling methods, Veeam can 
back up VMs to disk, and the TSM administrator can schedule the storage 
of Veeam backup files in TSM separately. This can be done at a time when 
the TSM server is not processing the load of the legacy backup. In addition, 
the time to write Veeam backup files to TSM has no effect on the VM 
or legacy backup window.

Using external schedulers such as Tivoli Workload Manager to control 
the backup is also supported (but outside the scope of this document).

Older backup volumes that might only be stored on tape can be restored 
to disk using the TSM client and quickly imported into Veeam Backup 
& Replication. They are then available for all Veeam Backup & Replication 
restore options.

6.9 Backup retention periods
Along with a 1:1 retention time of the data in Veeam disk pools and TSM tape 
pools, Veeam has an option to set up a quick restore-from-disk for a short 
time (for example, 30 days) and a long-term retention (for example, one year) 
to TSM tapes.
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7 Veeam’s specialty: Quick and 
reliable restores
In addition to a great many technical advantages, resource savings and cost 
savings for backups, Veeam is also on top when it comes to dependable 
and easy-to-use restore options.

Figure 008: A backup state with various restore options

All of the restore methods described here can be used for any backup 
state, whether in the form of a single backup file or a combination of full 
and (reversed) incremental files. Application restore does not require creation 
of additional backup files or separate backup jobs for data and applications. 
This minimizes administration as well as costs for backup space that would 
otherwise be required for duplicate backups. 

7.1 Wizard-driven restore of individual files
(Windows/Linux/Unix). The backup file is mapped by Veeam to a backup server 
or a small helper VM, without having to transfer the entire backup file. Guest 
files and folders, including Windows and Linux user rights, can be restored 
using a wizard that presents files and folders in a convenient tree structure.

7.2 Windows 1-Click File Restore
Using the web-based Veeam Enterprise Manager console, one or more backup 
servers can be searched for specific Windows guest files. The results list lets 
the administrator right-click and select “Restore” from the context menu. 
The file is restored in the background.
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Figure 009: 1-Click File Restore using the Veeam Enterprise Manager web interface

7.3 Global, centralized, portal-based restore of Windows files 
for the central user help desk

In this case, the user help desk can restore Windows guest files back to their 
original location from the centralized web-based Veeam Enterprise Manager 
console, but cannot access the actual content of the files. The restore can also 
be limited to certain file types (user files such as Microsoft Word, Excel, video 
or image files).

7.4 Instant VM Recovery

The foremost Veeam restore function makes a VM and its services available to 
users within a minute plus the time required to boot the respective operating 
system. This function works with any guest operating system since the VM 
is started completely and directly from the backup files on disk (Veeam 
vPower®). While users are working, the VM can be transferred back to its 
original location in the background using VMware Storage vMotion or Veeam 
Quick Migration.

Instant VM Recovery can help you reduce production downtime in the event 
of an outage to just a few (in most cases less than 5) minutes.
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Figure 010: Instant VM Recovery

7.5 Universal Application-Item Recovery (U-AIR)
With Veeam’s Universal Application-Item Recovery (U-AIR®), VMs are run from 
backups (Veeam vPower) in an isolated environment (Veeam Virtual Lab) in 
parallel with production.

Using VMs that have been started in this way, it is possible to restore objects 
from any virtualized application on any guest operating system whether Veeam 
knows them or they are completely unknown, encrypted or self-developed. 
Options for this include:

• Using standard application and database management tools to restore 
individual objects. Application administrators can use their usual tools 
and programs to restore application objects from Veeam backups.

Figure 011: U-AIR example: Restoring a database table with a standard Oracle 
management tool

• Using the Veeam U-AIR wizards for Microsoft Active Directory, Exchange 
and SQL Server
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Figure 012: U-AIR wizard example: Restoring an Active Directory user

7.6 Universal file recovery 
Veeam vPower also makes it possible to recover individual guest files 
and folders from any file system. So even if the guest file system isn’t covered 
by the file restore wizard (described in section 7.1), its files can be recovered 
directly from a Veeam image-based backup, without having to restore 
the entire VM.

7.7 SureBackup
One stumbling block frequently encountered when restoring a server 
or application is the state that was backed up. Often, critical files become 
damaged or are not even included in the backup job.

This is why for over 20 years, backup software vendors have been 
telling their customers to verify restores on a regular basis. This involves 
performing a restore to a data volume provided specifically for this purpose. 
An administrator must make laborious changes to start up a system in 
parallel to production on a test network. These are usually just random 
checks. While they do show that the backup technology is essentially 
capable of performing a restore, the administrator still has to worry about 
the recoverability of any given backup. 

Veeam relieves administrators of this burden and automates this process 
with Veeam SureBackup®. This function verifies every backup in a sandbox 
environment (Virtual Lab) to ensure correct operating system startup as well 
as network IP address and application availability. Veeam includes a set of 
standard verification scripts for a variety of applications. You can also create 
your own verification scripts, for example, for your own specific applications. 
Dependencies between servers can also be taken into consideration (as long 
as they are all backed up by Veeam Backup & Replication).
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Verification jobs can be performed centrally or spread across several ESX(i) 
hosts. Dedicated ESX(i) hosts as well as ESX(i) hosts with production VMs can be 
used for verification checks.

With SureBackup, the budgets required for quarterly or semi-annual restore 
tests performed manually, including the necessary hardware and disk 
space that has to be set aside, can be minimized, compliance requirements 
automated and actual compliance documented.

Figure 013: SureBackup – automatic recovery verification after each backup

8 Veeam and TSM infrastructure 
requirements
The Veeam Backup & Replication infrastructure consists of four components:

1. Enterprise Manager 
Central management system for all backup servers and reporting

2. Backup server 
Job creation, scheduling, proxy load balancing and management

3. Backup proxy server 
Reads data from disks for backup and replication. During replication, 
a proxy at a second location handles the task of building a VM out of 
the data.

4. Backup repository 
During backup, accepts data from the proxy and creates backup files. 
Also responsible for retrieving data during the restore process. 

TSM requires the following infrastructure components:

1. TSM Client 
Installed on all Veeam backup repositories

2. (Existing) TSM server 
Takes files from the TSM client and saves and organizes them in 
a (tape) pool.
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Figure 014: Example backup infrastructure when using Veeam Backup & Replication 
with TSM

The infrastructure shown here represents one that is frequently implemented 
in larger environments. In the Veeam Backup & Replication user guides you will 
find other variations, examples and information on setting up the infrastructure. 
The current version of the guides can be found at http://www.veeam.com/
vmware-esx-backup/resources.html under User Documentation.

9 Setting up the Veeam and TSM 
infrastructure
The methods and configuration options shown here are provided as 
an example and originate from practical experience. Your Veeam and TSM 
system engineers can show you other possibilities.

9.1 Veeam Backup & Replication setup
On the physical and virtual server systems provided for Veeam, a Windows 
64-bit operating system (for example, Windows Server 2008 R2) is installed 
and integrated into the existing patch and monitoring management systems. 
Here it should be noted that update patch runs must not take place during 
backup times. Please refer to the Veeam Backup & Replication User Guide 
and Release Notes documents for information on additional requirements for 
hardware and software components.

The backup server is installed on a virtual machine (standard setup, which 
includes a local Microsoft SQL Server Express database). The backup proxy 
server and backup repository are installed from this system at a later time using 
the integrated software distribution feature.

http://www.veeam.com/vmware-esx-backup/resources.html
http://www.veeam.com/vmware-esx-backup/resources.html
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Veeam Enterprise Manager is usually installed on a separate virtual machine 
as well. Veeam Backup & Replication licenses are stored and centrally 
managed here. Adding the backup server that has already been installed to 
Enterprise Manager allows information to be retrieved from it in the future for 
reporting purposes. 

Other basic settings for the backup server and allocation of backup proxy 
servers and repositories:

Figure 015: Opening the options

Figure 016: Enable e-mail notification
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Figure 017: Adding a backup proxy server

Figure 018: Selecting the server for backup proxy server installation
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Figure 019: Name of the backup proxy server

Figure 020: Entering Windows login details for the backup proxy server
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Figure 021: Starting software distribution

Figure 022: Backup proxy server options (in our example, Direct SAN transport mode). 
The “Max concurrent tasks” value should be set as high as possible without triggering 
a warning.
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Figure 023: Starting backup repository setup

Figure 024: Name of the backup repository, which can be selected later in the job setup 
and which is stored on the backup repository
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Figure 025: Selecting the backup repository type (in our example, Windows)

Figure 026: Adding a backup repository or selecting an existing repository
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Figure 027: In some cases the backup repository might not be available in the selection 
and has to be added using the “Add new” item

Figure 028: Enter the login details for the backup repository, if necessary
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Figure 029: Selecting the directory where backup files will be stored

Figure 030: Selecting the vPower NFS server (in our example, same server as the backup 
repository). The NFS directory should not be stored on the C: drive but rather on a high-
speed storage system (fast rotating SAS/Fibre Channel or SSD drives).



27

The Right Tool for the Job: Using Veeam Backup & Replication with IBM Tivoli Storage Manager

Figure 031: Adding a VMware vCenter Server

Figure 032: Selecting the server type
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Figure 033: Entering the FQDN of the vCenter Server

Figure 034: Entering login details
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9.2 TSM Client setup
This document assumes that you have already installed and configured a TSM 
server environment. The configuration of this environment is therefore not 
described in further detail here.

A TSM client is installed on each Veeam backup repository. This involves 
installation and setup as with a normal file server.

Figure 035: TSM client setup options

Using the 
register node ”RepositoryServername“ ”Password“ 
domain= “TSMDomain” userid=none PASSExp=0

command, for example, the TSM client is registered on the server side. 
This name and the other network settings also have to be configured in 
the TSM client. There is usually a configuration file template “dsm.opt” for this 
purpose in your company.

Simple example:
NODENAME  RepositoryServername 
CLUSTERnode NO 
PASSWORDAccess generate 
COMMMethod TCPip 
TCPServeraddress tsm 
TCPPort 1500 
DOMAIN \\RepositoryServername\e$

To restrict which backup files can be saved, the dsm.opt file contains 
an include/exclude list that is kept up-to-date.
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If a backup job scheduled by TSM is started or if the backup is started via 
CLI without options, all files that are defined in the include/exclude list are 
backed up.

Item 12.4 in the table contains three examples of include/exclude lists 
and additional options for handling open files (VSS).

10 Retention periods & scheduling
10.1 Veeam backup files
By default, Veeam Backup & Replication performs a full backup of a VM 
once for a job, and after that backs up only the changes on the block 
level. Afterwards Veeam uses these incremental data to create its own full, 
incremental and reversed incremental backup files.

If a new backup state is stored in a Veeam backup file, at least one of 
the backup files is given a new name or is recreated. From the TSM perspective, 
backup files are not changed again.

In practice, there are two backup methods and a combination of both:

10.1.1 Forward Incremental with Synthetic Fulls
The *.vbk full backup files (usually weekend) and *.vib incremental backup files 
(during the week) are created from the backed up data. If you select a retention 
period of several weeks, several full and incremental files will be stored on disk.

10.1.2 Reversed Incremental
A full backup file is created only once. Daily changes are written directly to 
the full backup file (under a new file name). However, the blocks that are to be 
overwritten are first saved in a *.vrb reversed incremental file. If this procedure 
is repeated, you end up with an always updated full backup file and several 
reversed incremental files containing the old backup states.

Note: A reversed incremental file points to a newer full backup file, whereas 
a normal incremental file points to an older full backup file.

The advantage of the reversed incremental method is that a full backup of the 
latest restore point is available for the fastest possible restore and only one full 
backup is saved to disk for each job.

10.1.3 Forward Incremental - Transform previous full backup chain 
into rollbacks
This backup method is used when forward incremental backups are taken 
during the week. On the weekend, incremental files are applied one by one 
to the full backup from the previous weekend until a full backup of the current 
state is created and the older backup states are available in the form of 
reversed incremental files. The advantage of this method is that only one full 
backup is retained, and small incremental files can be stored to tape during 
the week. A disadvantage of this method is that on weekends, the disk systems 
containing backup files are subjected to very high I/O loads over many hours. 
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For more information on the various backup methods, refer to the Veeam 
Backup & Replication user guides. The current version of the guides can be 
found at http://www.veeam.com/vmware-esx-backup/resources.html under 
User Documentation.

10.2 Veeam Backup & Replication retention period for backups
Veeam Backup & Replication is configured to retain a specific number of 
backup states. The user-configurable scheduler controls the retention periods 
for backup states (that is, how long backup files are kept on disk).

For example, 30 backup states for one scheduled daily backup will result in 
30 backup files, each of which will be kept for 30 days. All of the restore options 
described previously are available for these time periods and their exact states. 
Parameters affecting backup states:

10.2.1 Restore points to keep on disk
Defines how many states are kept. 

Figure 036: Restore points to keep on disk

http://www.veeam.com/vmware-esx-backup/resources.html
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10.2.2 Scheduler
Controls how often a backup is carried out automatically.

Figure 037: Scheduler

10.2.3 Manually starting a job
Starting a job manually creates an additional backup state, which can limit 
the retention time because a manual job run also counts toward the “Restore 
points to keep on disk” value. “Retry Backup Job” does not have this effect.

10.2.4 Incremental backup method
If the last restore point that has to be kept is an incremental backup file, 
all other backup files required for restoring the incremental backup file are kept 
as well.

10.3 Basic explanation of TSM CopyGroup parameters
In contrast to other legacy backup tools, TSM backs up a file only once. As 
long as no changes are made to the file, it will not be copied to the TSM server 
again.

In order to store Veeam backup files to tape, a setting in TSM must be 
configured to control how long the backed-up files (in our case, Veeam backup 
files) are retained in TSM. Four parameters are used to configure this.

To save Veeam backup files in TSM, we recommend creating one or more 
separate CopyGroups and management classes.
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10.3.1 verexist
Defines how many versions of an existing file on the server that is to be backed 
up are saved in TSM.

For Veeam, this value can be set to 1 because Veeam does not change 
its backup files on any backup writing method (incremental or reversed 
Incremental). If files are changed they will be renamed by Veeam Backup & 
Replication automatically (viewed by the TSM client as a new file).

10.3.2 verdelete
Defines how many modified versions of a deleted file are kept. As described 
already, Veeam keeps only one version of a file for the purposes of TSM. This 
parameter can therefore be set to 1.

10.3.3 retextra
Determines how long to keep all versions of a certain file stored in TSM.

Exceptions:
1. The (active) current existing file version is always kept.
2. For the last remaining version of a deleted file, the retonly switch is 

triggered.

Because there are no other versions of a Veeam backup file, this switch can be 
set to 0.

10.3.4 retonly
Controls how long the last remaining version of a file in TSM is kept. 
The current remaining version is an exception to this. It is affected by the switch 
only if it is deleted.

The retonly parameter can be changed later and immediately affects 
the files stored in TSM. For example, if the value is increased and there is 
still a file having retonly status, it will automatically be given a longer (new) 
retention period.

Same restore timeframes in TSM and the Veeam repository disk pool

For this purpose, you should actually enter 0 for this parameter and for 
the verdelete parameter. To prevent someone from manually deleting files from 
the Veeam repository disk pool, you should enter a value of at least 4 (days) 
here. Veeam detects at next job run that backup files are missing and informs 
you with an error report, and you can restore these files from tape.

Longer retention period in TSM than in the Veeam repository disk pool

For retonly, this value determines how many more days data is retained on tape 
than in the Veeam repository disk pool.
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10.4 Example of corresponding TSM ManagementClass 
and CopyGroup commands
You can find more details of more elaborate examples in the chapters that 
follow.

One example for the configuration on the TSM server:
define mgmtclass „TSMdomain“ „TSMpolicyset“ Veeam-Full 
migdestiation=none

define copygroup „TSMdomain“ „TSMpolicyset“ Veeam-Fill 
type=backup destination=”TapePoolName” verexists=1 
verdelete=1 retextra=0 retonly=90

11 Interaction between Veeam Backup & 
Replication Scheduler and TSM Scheduler
For the organization and administration of Veeam backups, there are several 
options available in combination with TSM.

One typical scenario allows TSM administrators, just as before, to handle 
scheduling, the TSM server, data flow to the TSM server, error reporting as 
well as the offline storage of backups using TSM utilities. The virtualization 
and application administrator can use the very simple and intuitive Veeam GUI 
to organize backup content and restores.

Post-job commands allow Veeam Backup & Replication to also be used for 
centrally organizing the scheduling and transport of data to TSM.

As an alternative to the two central scheduling methods, Veeam can also 
handle the backup of data to disk, whereas the TSM administrator can schedule 
the storage of the data in TSM separately at a later time (for example, when 
the TSM server is not processing the load of legacy backups). The actual Veeam 
backups do not depend on TSM performance.

12 Implementation examples
12.1 Overview of example 1
Back up Mon-Fri with Veeam Backup & Replication and retain ten restore states 
(two weeks) on disk. Weekly full backups are transferred to TSM for storage 
with a retention period of one year. Scheduling is handled separately by 
Veeam Backup & Replication and TSM. This makes it possible to have separate 
data stream control: Veeam controls VM backups and writing to the Veeam 
repository disk pool, and TSM controls the transfer of Veeam backup files 
to tape.

12.2 Overview of example 2
Daily backup using Veeam Backup & Replication. Backups are kept on disk 
for 30 days. A copy of the backup is saved to a TSM pool on a daily basis. 
The data in TSM is also kept for 30 days. Scheduling is handled entirely by TSM.
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12.3 Overview of example 3
Daily backup using Veeam Backup & Replication. Backups are kept on disk 
for 14 days. Each day after Veeam Backup & Replication runs the backup, 
Veeam backup files are transferred to TSM, where they are also stored for 
14 days (incremental and full backup files). The weekly full backup is also stored 
for an additional eight weeks in TSM (on tape). Scheduling is handled entirely 
by Veeam Backup & Replication.

12.4 Details on examples 1-3
Example 1 Example 2 Example 3

Veeam Backup Method
Reversed Incremental (Forward) Incremental (Forward) Incremental

Veeam Restore Points 10 30 14

Veeam Scheduler Daily Disabled Daily

Veeam Error Reporting E-mail/SNMP/Enterprise Manager 
web interface/user interface (only 
Veeam Backup & Replication 
backup)

E-mail/SNMP/Enterprise Manager 
web interface/user interface (only 
Veeam Backup & Replication 
backup)

E-mail/SNMP/Enterprise Manager 
web interface/user interface (only 
Veeam Backup & Replication 
backup)

Veeam Post-Job Command

None None

A remote PowerShell command 
executes the following on 
the Veeam backup repository:  
Dsmc incremental –
optfile="dsm.opt" 'e:\
VeeamRepositoryPfad\
Jobname\'

TSM Scheduler Normal scheduler, as with file 
backup.
Weekly after all Veeam backups. 
dsm.opt determines which backup 
files are saved.

For each Veeam job, a separate 
scheduler (command) is created 
that saves only the backup 
directory of the corresponding job 
to the respective Veeam backup 
repository. The scheduler will start 
a PowerShell script for this:
Add-PSSnapin -Name 
VeeamPSSnapIn -ErrorAction 
SilentlyContinue

Get-VBRJob | where{$_.Name 
-eq "Jobname"} | Start-
VBRJob

Dsmc incremental –
optfile="dsm.opt" 'e:\
VeeamRepositoryPfad\

Jobname\'

(Be careful with to get the correct 
" or ' if you have spaces in 
folder paths.)
The last parameter causes only 
the files belonging to a single job 
to be backed up.

-

TSM Error Reporting Same as with a normal file backup 
(for transferring the backup files 
to TSM).

If Veeam Backup & Replication 
is started by TSM Scheduler 
andfails, an error value is returned 
to the TSM client. Just like with 
other scripts (for example, SQL 
backup), this can be monitored 
from TSM. Error reporting is 
carried out during the transfer of 
data to TSM, just as with a normal 
TSM client file backup.

As with a normal file backup 
(for transferring the backup files 
to TSM). Here it is important that 
“0 bytes/files monitoring” is used.
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12.5 Notes on example 1
12.5.1 TSM backup time window
After performing the backup on Friday, TSM has until the backup on 
the following Monday to save the data volume (full backup files from a single 
day). Just as with TSM VE, these are only a few files, albeit very large ones. 
The advantage of Veeam in this case is that the files are deduplicated and 
compressed before they are transferred to TSM, which saves a great deal of 
resources for transferring the data and storing it.

Separating the data into several different streams towards TSM is strongly 
recommended. However, transferring a few large files is not as scalable as with 
several smaller files. For this reason, optimization for the backup of large files is 
required on the TSM server and client.

As an alternative, the transfer of the full backup files can be broken down over 
several weekdays (1/5 of all backup jobs on Monday, 1/5 of all backup jobs on 
Tuesday, etc.). This reduces the TSM load proportionally.

TSM MGMTClass "Veeam" 
verexist 1 1

n/a

TSM MGMTClass "Veeam" 
verdelete 1 1

TSM MGMTClass "Veeam" 
retextra 0 0

TSM MGMTClass "Veeam" 
retonly 366 4 (protect against accidental 

deletion)

TSM MGMTClass "Veeam-
Full" verexist

n/a n/a

1

TSM MGMTClass "Veeam-
Full" verdelete 1

TSM MGMTClass "Veeam-
Full" retextra 0

TSM MGMTClass "Veeam-
Full" retonly 56

TSM MGMTClass "Veeam-
Incr" verexist

n/a n/a

1

TSM MGMTClass "Veeam-
Incr" verdelete 1

TSM MGMTClass "Veeam-
Incr" retextra 0

TSM MGMTClass "Veeam-
Incr" retonly

4 (protect against accidental 
deletion)

TSM client backup mode File backup File backup File backup

dsm.opt Exclude *
Include *.vbk Veeam
SNAPSHOTPROVIDERFS VSS

Exclude *
Include *.vbk Veeam
Include *.vib Veeam
Include *.vbm Veeam
SNAPSHOTPROVIDERFS VSS

Exclude *
Include *.vbr Veeam-Full
Include *.vib Veeam-Incr
Include *.vbm Veeam-Incr
SNAPSHOTPROVIDERFS VSS

Veeam SureBackup

Scheduled separately

Can be optionally started using 
the TSM backup script: 
 Get-VSBJob | where{$_.Name 
-eq "Jobname-Surebackup"} | 
Start-VSBJob

Scheduled separately
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12.6 Notes on example 2
12.6.1 TSM backup time window
In this example, Veeam writes full backup files, which are archived with 
TSM, on the weekend. Just like with TSM VE, these are just a few large files. 
The advantage of Veeam here is that the files are deduplicated and compressed 
before they are transferred to TSM, which saves a great deal of resources for 
transferring the data and storing it.

Separating the data into several different streams towards TSM is strongly 
recommended. However, transferring a few large files is not as scalable as with 
several smaller files. This therefore requires optimization on the TSM server 
and client in order to back up large files.

Alternatively, the full backup files can be transferred over the course of several 
weekdays. The synthetic full weekday can be performed over several different 
weekdays with the jobs. This reduces the TSM load proportionally.

12.6.2 TSM Scheduler

12.7 Notes on example 3
12.7.1 TSM backup time window
In this example, Veeam writes full backup files, which are archived with 
TSM, on the weekend. Just like with TSM VE, these are just a few large files. 
The advantage of Veeam here is that the files are deduplicated and compressed 
before they are transferred to TSM, which saves a great deal of resources for 
transferring the data and storing it. 

Separating the data into several different streams towards TSM is strongly 
recommended. However, transferring a few large files is not as scalable as with 
several smaller files. This therefore requires optimization on the TSM server 
and client in order to back up large files.

Alternatively, the full backup files can be transferred over the course of several 
weekdays. The synthetic full weekday can be performed over several different 
weekdays with the jobs. This reduces the TSM load proportionally.

On TSM server def schedul Veeam VEEAMREPOSITORY-SERVER-NODE action=command object="c:\windows\system32\
WindowsPowershell\v1.0\powershell.exe c:\scripts\jobname.ps1" priority=2 starttime=22:00 
duration=60 durunits=minutes period=1 perunits=days dayofweek=any

On Veeam backup 
repository:
C:\Scripts\Jobname.ps1

Add-PSSnapin -Name VeeamPSSnapIn -ErrorAction SilentlyContinue 
Get-VBRJob | where{$_.Name -eq "Jobname"} | Start-VBRJob 
Dsmc incremental –optfile="dsm.opt" 'e:\VeeamRepositoryPfad\Jobname\' 

(Be careful to get the correct " or ' if you have spaces in folder paths.)

Optional SureBackup 
included  
(for example, for most 
important VMs)

Add-PSSnapin -Name VeeamPSSnapIn -ErrorAction SilentlyContinue 
Get-VBRJob | where{$_.Name -eq "Jobname"} | Start-VBRJob 
VSBJob | where{$_.Name -eq "Jobname-Surebackup"} | Start-VSBJob 
Dsmc incremental –optfile="dsm.opt" 'e:\VeeamRepositoryPfad\Jobname\' 

(Be careful to get the correct " or ' if you have spaces in folder paths.)
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12.7.2 Remote PowerShell
Post-job commands are executed on the Veeam backup server. However, we 
want to save the backup files from a backup repository and must therefore use 
remote PowerShell to execute the script remotely on the backup repository 
from the backup server. For instructions on this, see: 
http://forums.veeam.com/viewtopic.php?f=26&t=11836

13 Restore
13.1 Restore with Veeam Backup & Replication from disk
Veeam Backup & Replication can be used to restore entire VMs, individual VM 
files, individual VM volumes, individual guest files and individual application 
objects (for example, individual emails or Active Directory users).

Chapter 7 describes the restore options in more detail.
For detailed instructions, including screenshots, please also refer to the Veeam 
Backup & Replication user guides. The current version of the guides can be 
found at http://www.veeam.com/vmware-esx-backup/resources.html under 
User Documentation.

13.2 Restore from older restore points that are still in a TSM 
(tape) pool
Using the TSM clients installed on Veeam backup repositories, Veeam Backup 
& Replication can copy back the backup files. The backup files are then 
imported quickly into Veeam Backup & Replication, which is then immediately 
able to begin any of the available restore options.

When restoring backup files from the TSM client, ensure that the TSM client is 
in the mode that also shows “inactive files”.

Figure 038: Restoring Veeam backup files from the TSM client

http://www.veeam.com/vmware-esx-backup/resources.html
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The backup files are imported by selecting the following menu item in Veeam 
Backup & Replication:

Figure 039: Importing backup files into Veeam Backup & Replication

Starting the actual restore:

Figure 040: Veeam Backup & Replication restore options
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13.3 Restore the complete Veeam Backup & Replication 
environment
If the entire VMware environment, including the Veeam backup server, is lost 
(for example, due to a fire), this environment can be restored from the files held 
in a TSM (tape) pool. This requires performing the following steps:

1. Install a Windows server with the TSM client and reinstall Veeam Backup 
& Replication.

2. Use the TSM client to restore Veeam backup files to disk.
3. Import the backup files to Veeam Backup & Replication.
4. Starting the normal VM restore is now possible.

If the Veeam backup server also needs to be created with its job information, 
this can also be restored from the backup.

14 Functional tests and storage tests
Thoroughl testing and documentation of the installed and configured 
environment is recommended to eliminate configuration errors.

Only after you complete a successful environment test can it be used with 
the production system.

Tests can be performed with shortened retention periods to get faster results.

Veeam Backup Management Suite™’s reporting feature can help you with 
documentation of your environment.

This allows you to document the entire VMware environment in Word, Excel, 
PDF or Visio files at the press of a button.

15 Conclusion
Veeam Backup & Replication offers extremely fast recovery, together with 
the peace of mind that backups are, in fact, recoverable.

The advanced backup methods and the option to restrict data streams to 
the ideal minimum are additional reasons to use Veeam Backup & Replication 
together with (as an extension to) TSM.

The example methods covered in this document originate from practical 
experience and can be considered as best-practice scenarios. Depending on 
the environment, Veeam Backup & Replication can also be integrated to meet 
other requirements.

Veeam Backup & Replication also provides various replication options to obtain 
disaster recovery (DR) for centralized and decentralized locations. Replicas are 
also the first choice when you need to get a server up and running immediately 
and at full performance in the event of a failure.

In addition to these procedural and administrative benefits, Veeam can also 
help to optimize costs.
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